VMware Cloud on AWS Logical Design vimware /4

- CLOUD
for Workload Mobility VERIFIED

AWS Management Console o Try VMware Cloud on AWS with

m AV \/Mware Hands-On-Labs
Network Connectivity Options

On-Prem < -- > VMware Cloud on AWS SDDC
1 Use the public Internet

Internet

VMware HCX Service

Activation & Entitlement: VMware HCX Updates:
connect.hcx.vmware.com hybridity-depot.vmware.com

2 Use VMware Transit Connect through
a Direct Connect Gateway

@ Amazon Web Services

3 Use Direct Connect that connects
directly to the virtual gateway in the
VMware Cloud on AWS SDDC

4  Use VPN (Note: For HCX services, the
VPN must not terminate on the NSX Edge
in the VMware Cloud on AWS SDDCQC)

Customer Edge Device
@ —— Direct Connect

AWS VPC 01 AWS VPC 02

AWS Transit Gateway
(AWS Region B)

Customer Connected
VPC

A

—_— — O r : Dat nter e | VMware Cloud on AWS SDDC < -- >

—— n-p em|.ses atacente @ (= @ e_ =) — @ - B p— @ VMware Cloud on AWS SDDC

JULLUUL @ Location: Dallas, Texas e e 5 Use VMware Transit Connect

VPC Router Elastic Network Elastic Network VPC Router sl Networkinteriace (ERD Internet Gateway
Interface (ENI) Interface (ENI) ] VMware Cloud on AWS SDDC < -- >
Connected VPC
. . . . Dlife Comes: @ 6 Use direct connection through ENI|

« The Compute Cluster contains the virtual machines to be migrated Gateway VPC Router
« The Management Cluster will host the VMware HCX e VMware Cloud on AWS SDDC < -- >

Service Mesh appliances
« VMware HCX requires connectivity between the on-premises
datacenter and VMware Cloud on AWS for workload mobility

e Native AWS VPC
/7 Use AWS Transit Gateway through
VMV{;@Q@;‘;E{;%%“ the VMware Transit Connect
* (Note: only for inter-region connectivity)

Native AWS VPC < -- > Native AWS VPC

ldentity and Access AWS Systems SageMaker Elastic Compute 8 Use AWS Tra ﬂSit Gateway
Com pute Cl uster Management Manager (Machine Learning) Cloud (EC2)

Workload Migration Steps Using VMware HCX

VPN

Direct Connect

Management Cluster

a Enable the VMware HCX service in

VMware Cloud on AWS.
e \ DHCP \ Agcp,t o - Decide on using public or private IP for
VMware HCX in VMware Cloud on AWS.
VMware Cloud on AWS SDDC GrOUD - Configure appropriate firewall rules

'_|
=i
=i
=i
=
=
=
=i

Plugin Registration T = aCCordiﬂg to the VMware HCX

LLCC .
Vhware o8 VMware Cloud on AWS -- SDDC - 01 VMware Cloud on AWS -- SDDC - 02 b Deploy and configure an HCX Connector
INn the on-premises vSphere environment.

HCX LLCC
c From the on-premises HCX Connector,
Initiators Edge Router El}@ ZloE REUET E::@ create an HCX site-pair with HCX Cloud
@ VMware HCX Managers (NSX-T TO Router) (NSX-T TO Router)

2
w

_ E
Active
Directory

deployed in the VMware Cloud on

(Logical) Site Pairing i Gty Virtual Gateway Internet Gateway WinLE] GEiEE AWS SDDC
wo | €| ix J NEC Network Extension Appliances || [ U N Ay S e N e | - Configure HCX Network and Compute
+ (Suite B Encryption) L e e s = = = S profiles to provide details for the

R O

: automatically deploy the corresponding

--------------------- WAN Optimization Appliances appliances in both on—premises and

[ [
Q : r——- Management Gateway Compute Gateway L r—— - Management Gateway Compute Gateway L HCX appliances.
Interconnect Appliances - (NSX-T T1 Router) (NSX-T T1 Router) E | r = (NSX-T T1 Router) (NSX-T T1 Router) E . S
________________ (Ll (5 Evensfoon, N S L | L | . Create an HCX Service Mesh. This will
_ - -

VMware Cloud on AWS SDDC.

Cr
Resource Pool < ZH=5 ‘ d Extend virtual machine networks with
VMware HCX and use Bulk, vMotion, Cold
Migration to migrate workloads from

Management Compute

Management

Compute

|

|

|

|

|

|

|

: Resource Pool Resource Pool I:'IZI':I ‘ Resource Pool
VMware HCX Service Mesh App“anCeS I Supported CIDR Prefixes /23 - /16 Supported CIDR Prefixes /23 - /16

|

|

|

|

|

|

|

|

|

|

VMware HCX Service Mesh Appliances are auto deployed

to the destination when configured from the source site.
Cloud Cloud = on-premises to VMware Cloud on AWS.
]
vCenter vCenter i i
vmware | [ Sener T o ey . e on vmware | | Sener T o e o e o e With VMware workloads m|g.rated
HCX PPy a— Appliance
5 ppliance & O Opp 03 to the cloud, customer has direct
t > — —_— . .
StOrage Network : Plugin Registration Plugin Registration access to other native AWS services.

: : :

I F\)eCelvel’S DB WEB APP Recelve 'S DB WEB APP

: [T [T Legend

|

|

NE IX <—>| WO NE IX <—>| WO

* vSAN ®* NSX-T ; Workloads Segments Created by Customer Workloads Segments Created by Customer .

: y O $ = O and Attached to Compute Gateway O O O and Attached to Complite Gateway ——  AWS Direct Connect Customer Managed

|
* VMFS ¢ NSX-V.  mmememmmmsmmoooo R ' /U _/ \- _/ L _J - .

— ernet Connection
77  Content Library
VSAN Cluster-1 Cluster-N VSAN Cluster-1 Cluster-N
* Fiber Channel * Virtual Distributed Switch ——— Per Host (i3) Auto-Deployed Optional E———— Per Host (i3en) [l Auto-Deployed [l Optional — = Workload Traffic
= © = ©
. . e 10.37 TB NVMe - Data = Initial 3 Node Deployment = Max 20 Clusters Per SDDC — 45.8 TB NVMe - Data = Initial 3 Node Deployment = Max 20 Clusters Per SDDC VM M d

* NFS * Virtual Standard Switch 3.4 TB NVMe - Cache Max 16 Nodes per Cluster [25 Gbps Throughput per 14.2 TB NVMe - Cache Max 16 Nodes per Cluster [25 Gbps Throughput per - vSAN Network ware Mahage

(Migration only) ESXi Node] ESXi Node]

W
* {SCS| ~ / - J Management & VMware Managed

vMotion Network VMware HCX Service

https://www.vmware.com/products/vmc-on-aws.html ” @phoebesykim



https://www.vmware.com/products/hcx.html
https://interopmatrix.vmware.com/#/Interoperability
https://www.vmware.com/products/vsan.html
https://www.vmware.com/products/nsx.html
https://aws.amazon.com/directconnect/?nc2=h_ql_prod_nt_dc
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways-intro.html
https://aws.amazon.com/directconnect/?nc2=h_ql_prod_nt_dc
https://aws.amazon.com/console/
https://aws.amazon.com/vpc/?nc2=h_ql_prod_nt_avpc&vpc-blogs.sort-by=item.additionalFields.createdDate&vpc-blogs.sort-order=desc
https://aws.amazon.com/vpc/?nc2=h_ql_prod_nt_avpc&vpc-blogs.sort-by=item.additionalFields.createdDate&vpc-blogs.sort-order=desc
https://aws.amazon.com/transit-gateway/?nc2=h_ql_prod_nt_tg&whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-operations/GUID-C957DBA7-16F5-412B-BB72-15B49B714723.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.vmware.com/en/VMware-NSX-T-Data-Center/3.1/administration/GUID-3F163DEE-1EE6-4D80-BEBF-8D109FDB577C.html
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws.networking-security/GUID-9D606D9E-345E-4611-830C-E6D202D7BA5F.html
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws.networking-security/GUID-B92F0840-ED79-41A5-BFE1-860115CD8EFE.html
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws.networking-security/GUID-9D606D9E-345E-4611-830C-E6D202D7BA5F.html
https://aws.amazon.com/products/
https://docs.vmware.com/en/VMware-NSX-T-Data-Center/3.1/administration/GUID-3F163DEE-1EE6-4D80-BEBF-8D109FDB577C.html
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws.networking-security/GUID-B92F0840-ED79-41A5-BFE1-860115CD8EFE.html
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vsphere.vmc-aws-manage-data-center-vms.doc/GUID-650FB3E5-D6B5-4064-BD6F-AEFECC0C8749.html
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vsphere.vmc-aws-manage-data-center-vms.doc/GUID-650FB3E5-D6B5-4064-BD6F-AEFECC0C8749.html
https://docs.vmware.com/en/VMware-HCX/4.2/hcx-user-guide/GUID-90467C70-6D3B-411C-B056-16023ED2B839.html
https://docs.vmware.com/en/VMware-HCX/4.2/hcx-user-guide/GUID-D06ABBEE-CF8D-4506-A5DC-61B63D9B9EE5.html
https://docs.vmware.com/en/VMware-HCX/4.2/hcx-user-guide/GUID-76BCD059-A31A-4041-9105-ACFB56213E7C.html
https://docs.vmware.com/en/VMware-HCX/4.2/hcx-user-guide/GUID-32AF32BD-DE0B-4441-95B3-DF6A27733EED.html
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vsphere.vmc-aws-manage-data-center-vms.doc/GUID-3F81EF2B-54A1-49C3-A47B-6C5F6E2E9BEC.html
https://vmc.vmware.com/sizer/
https://vmc.vmware.com/sizer/
https://docs.vmware.com/en/VMware-HCX/4.2/hcx-user-guide/GUID-90467C70-6D3B-411C-B056-16023ED2B839.html
https://docs.vmware.com/en/VMware-HCX/4.2/hcx-user-guide/GUID-D06ABBEE-CF8D-4506-A5DC-61B63D9B9EE5.html
https://docs.vmware.com/en/VMware-HCX/4.2/hcx-user-guide/GUID-76BCD059-A31A-4041-9105-ACFB56213E7C.html
https://docs.vmware.com/en/VMware-HCX/4.2/hcx-user-guide/GUID-32AF32BD-DE0B-4441-95B3-DF6A27733EED.html
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vsphere.vmc-aws-manage-data-center-vms.doc/GUID-3F81EF2B-54A1-49C3-A47B-6C5F6E2E9BEC.html
https://vmc.vmware.com/sizer/
https://vmc.vmware.com/sizer/
https://labs.hol.vmware.com/HOL/catalogs/
https://twitter.com/phoebesykim
https://docs.vmware.com/en/VMware-HCX/4.2/hcx-user-guide/GUID-00F9E524-7CBE-4E27-B631-1B03DB747358.html
https://ports.esp.vmware.com/home/VMware-HCX
https://docs.vmware.com/en/VMware-HCX/4.2/hcx-user-guide/GUID-D0CD0CC6-3802-42C9-9718-6DA5FEC246C6.html



