
Google Cloud VMware Engine Logical Design
for Workload Mobility

Firewall Rules

Workload Migration Steps

Legend

Google Cloud Interconnect 
or Partner Connect 

Internet Connection 

HCX Traffic

Workload Traffic

Management and 
vMotion Network Google Managed

Customer Managed

vSAN Network

VMware Managed
HCX Service

Content Library

Create Google Cloud Platform project and VPC Network, for 
hybrid connectivity use cases.

Note: VPC Network range should not overlap with on-prem 
networks.

Procure Google Cloud Interconnect, required for HCX 
workload mobility with Google Cloud VMware Engine. 
Provides dedicated and secure connectivity between On-
Premises and Google Cloud VMware Engine.

Deploy Google Cloud VMware Engine Private Cloud, this will 
deploy ESXi Hosts, vCenter Server, vSAN, NSX-T and HCX 
Cloud Manager automatically. Google Cloud VMware Engine 
Private Cloud ranges should not overlap with on-premises 
networks.
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Configure Private Service Access and Custom Routes for 
routing between Google Cloud VMware Engine, on-premises, 
and native cloud services.

Configure DNS conditional forwarders from on-premises, then 
create and apply DNS profiles on the private cloud for FQDN 
resolution. 

To download the HCX Connector OVA, login the HCX 
Cloud Manager appliance in Google Cloud VMware Engine. 
Navigate to the Systems Updates section and click Request 
Download Link. Deploy and configure the HCX Connector to 
the on-premises vSphere environment. 

Note: Link provided from Google Cloud VMware Engine 
console to HCX Manager and download license.

From the on-premises vSphere environment [Source] create an HCX 
site-pair with the Google Cloud VMware Engine Private Cloud HCX 
Cloud Manager [Destination]. Proceed to configure the HCX Network 
and Compute profiles, followed by Service Mesh. Service Mesh will 
automatically deploy the corresponding appliances in Google Cloud 
VMware Engine Private Cloud.

Begin Network Extension and migration activities such as Bulk 
Migration, vMotion, and Cold Migration from on-premises to the 
Google Cloud VMware Engine Private Cloud.

With VMware workloads migrated to the cloud, customer has direct 
access to other native Google Cloud Services.

Note: VMware HCX lifecycle is maintained by the customer on both 
source and destination. HCX managers on both sides will need to be 
updated first, followed by service mesh appliances.

PORTS TYPE SOURCE DESTINATION DESCRIPTION

902 TCP ESXi Mgmt HCX-IX HCX Cold Migration (bidirectional)

31031 
44046 TCP ESXi Mgmt / 

Replication HCX-IX HCX Bulk Migration / DR 

8000 TCP ESXi vMotion IHCX-IX HCX vMotion Protocol

443 TCP vCenter Server HCX Connector HCX HTTPS

443 TCP vCenter Server HCX-IX Control traffic for HCX vMotion 
migration operations

902 TCP vCenter Server HCX-IX Network File Copy (NFC) based  
Cold Migrations

9443 TCP HCX Admin HCX Connector Activate and Register vCenter 
Server and Management Systems

443 TCP HCX Admin HCX Connector Configure / Manage HCX Services

22 TCP HCX Admin HCX Connector SSH

443 TCP HCX Connector vCenter Server vSphere API, vSphere 6.0 +  
SSO Lookup Service

9443 TCP HCX Connector vCenter Server Web-client/Plug-in

7444 TCP HCX Connector vCenter Server vSphere 5.0 SSO, Lookup Service

443 TCP HCX Connector NSX Manager NSX API

53 TCP/
UDP HCX Connector DNS Server DNS

123 TCP HCX Connector NTP Server NTP

514 TCP/
UDP HCX Connector Syslog Server Syslog

902 
443 
80

TCP HCX Connector ESXi Mgmt OVF Import / Deployment

9443 TCP HCX Connector HCX-IX, HCX-
NE HCX Internal Control

8123 TCP HCX Connector HCX-IX HCX Bulk Migration Control

443 TCP HCX Connector HCX-IX HCX vMotion Control

443 TCP HCX Connector HCX Manager
Site Pairing, authentication and 
management of HCX service jobs 
coordination

443 TCP HCX Connector & 
Cloud

hybridity-
depot.vmware.
com

Activation and service updates

443 TCP HCX Connector & 
Cloud

connect.hcx.
vmware.com

License activation, system 
updates, and enhanced support

500 
4500 UDP HCX-IX HCX-IX The IX transport path carries HCX 

migration and DR traffic.  

902 TCP HCX-IX ESXi Mgmt HCX Cold Migration (bidirectional)

8000 TCP HCX-IX ESXi vMotion HCX vMotion Protocol

80 
443 TCP HCX-IX ESXi Mgmt ESX Authentication

902 UDP HCX-IX vCenter Server HCX vMotion Control

514 TCP/
UDP HCX-IX Syslog Server Syslog

443 TCP HCX-IX vCenter Server VPXA Listener

500 
4500 UDP HCX-NE HCX-NE Network Extension Tunnel
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HCX-IX	 HCX Interconnect
HCX-NE	 HCX Network Extension
Cloud	 HCX Cloud Manager

ESXi Mgmt	 ESXi Management Network
ESXi vMotion	 ESXi vMotion Network
Replication	 vSphere Replication Network

Private Cloud Networking for 
�Google Cloud VMware Engine

VMware Hands-On-Labs:  
Google Cloud VMware Engine Overview

Activation & Entitlement
connect.hcx.vmware.com

VMware HCX Updates
hybridity-depot.vmware.com

Supported CIDR Prefixes /21 - /24

NSXVCSAHCX

Cloud
Plugin 

Registration

Management Resource Pool

Management Segment

Management Resource Pool components are 
auto-deployed and managed by Google

NS1 NS2DNS

Workloads Segments

Created by Customer on 
NSX-T Router(s) 

Workload 
Resource Pool

Infrastructure Management Network 

HCX

Connector

[vSphere 6.x, 7.x Supported by HCX]

Initiators

Plugin
Registration

HCX Deployment Cluster

Management Cluster

HCX Service Cluster

Compute Cluster

Cloud Console

Private Cloud
New York

Workloads Network 

vSAN
Per Host

3.2 TB NVMe - Cache19.2 TB NVMe - Data

Google Cloud VMware Engine - Los Angeles (us-west2)
• HCX Service Cluster contains the virtual machines to be migrated

• HCX Deployment Cluster will host the HCX Service Mesh appliances

• VMware HCX requires Google Cloud Interconnect or partner connect for 
workload mobility to Google Cloud VMware Engine

VMware HCX 
Service Mesh Appliances

Migration

VMware HCX Service Mesh 
Appliances are auto deployed 

to the destination when 
configured from the source site.

HCX Managers
Site Pairing

Internet

T1 T1 T1

Cloud 
Router

NSX-T T0 Router

[100 Gbps Throughput per ESXi Node]

Initial 3 Node 
Deployment

Cluster-1 Auto-Deployed Cluster-2 Additional Clusters Optional

ESXi Node NHost Add

Customer 
Edge Device

Interconnect Appliances
Suite B Encryption

WAN Optimization 
Appliances

HCX 
Resource Pool

R
eceivers

On-premises Datacenter

IX

WO

NE Network Extension 
Appliances

IX

CIDR Prefix /26
3 x /28 Networks
HCX Mgmt/VR
HCX vMotion
HCX Uplink

WO

NE

Ingress 
Traffic

Egress 
Traffic

Optional Google 
Cloud Platform 
Load Balance
[http or https traffic]

Google Cloud Platform Services

Oregon (us-west1)

Access 
management Operations Machine

Learning
Anthos on 

Google Cloud

Internet Gateway

Compute Engine

Cloud Load 
Balancing

Cloud Key 
Management

Big Query

Cloud Storage

US-West2-A

Compute Engine

Cloud Load 
Balancing

Cloud Key 
Management

Big Query

Cloud Storage

US-West2-B

Compute Engine

Cloud Load 
Balancing

Cloud Key 
Management

Big Query

Cloud Storage

US-West2-C
Active

DirectoryDNS VCSADHCP
Backup
Server

Storage • vSAN
• VMFS
• Fiber Channel
• NFS
• iSCSI

Network • NSX-T
• NSX-V
• VDS
• VSS

Customer VPC
Private Service 

Access

Dedicated  /24 CIDR

1st option internet 
access for workloads

VMware HCX Service

2nd option internet 
access for workloads

Google Cloud Platform

Gateway 
Appliance

Google 
Managed 
Logical Router
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Activation & Entitlement 
connect.hcx.vmware.com

VMware HCX Updates 
hybridity-depot.vmware.com

https://ports.vmware.com/home/VMware-HCX
https://cloud.vmware.com/google-cloud
https://twitter.com/emad_younis
https://twitter.com/harold_simon80
https://cloud.google.com/solutions/private-cloud-networking-for-vmware-engine.pdf
https://cloud.google.com/solutions/private-cloud-networking-for-vmware-engine.pdf
https://cloud.google.com/solutions/private-cloud-networking-for-vmware-engine.pdf
https://cloud.google.com/solutions/private-cloud-networking-for-vmware-engine.pdf
https://labs.hol.vmware.com/HOL/catalogs/lab/8843
https://labs.hol.vmware.com/HOL/catalogs/lab/8843
https://cloud.google.com/vmware-engine
https://cloud.google.com/products
https://cloud.google.com/about/locations
https://cloud.google.com/
https://cloud.google.com/
https://console.cloud.google.com/
https://cloud.google.com/vmware-engine/docs/quickstart-prerequisites
https://cloud.google.com/network-connectivity/docs/interconnect
https://cloud.google.com/vmware-engine/docs/concepts-vmware-components#vsphere_cluster
https://cloud.google.com/vmware-engine/docs/concepts-vmware-components
https://cloud.google.com/vmware-engine/docs/networking/howto-create-vlan-subnet
https://cloud.google.com/vmware-engine/docs/workloads/howto-migrate-vms-using-hcx
https://cloud.google.com/vmware-engine/docs/concepts-permission-model
https://cloud.google.com/vmware-engine/docs/concepts-vmware-components#vsan_storage
https://cloud.google.com/vmware-engine/docs/networking/howto-dns-on-premises
https://cloud.google.com/vpc/network-pricing#general
https://www.vmware.com/resources/compatibility/sim/interop_matrix.php
https://docs.vmware.com/en/VMware-HCX/index.html
https://docs.vmware.com/en/VMware-vSphere/index.html
https://lifecycle.vmware.com/#/

